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ABSTRACT Out-of-Distribution (OOD) detection, an important branch of Anomaly Detection (AD), aims
to recognize inputs that fall outside the training distribution. Existing OOD methods based on statistical
modeling, distancemeasures, one-class classification, reconstruction, or energy-based scoring provide strong
foundations, but they can be difficult to apply directly to high-dimensional, unstructured, or relational
data. Recent advances in graph-based deep learning, particularly Graph Neural Networks (GNNs), create
new opportunities by modeling local and global dependencies among interdependent samples. This
survey provides a comprehensive overview of OOD detection methods, organizing them into traditional
and deep learning families before examining graph-aware GNN-based approaches. Beyond taxonomy,
we synthesize the conceptual relationships between these paradigms through three working hypotheses:
graph-aware transfer, structure-sensitive scoring, and hybrid objective design. This hypothesis-guided
synthesis characterizes how established statistical, geometric, reconstruction-based, and energy-based
principles can be transferred, reformulated, and combined within modern GNN frameworks. To make this
perspective concrete, we include Graph Energy-based OOD Detection (GEO), a reference case study that
combines energy-based scoring with one-class regularization in a GNN architecture and reports competitive
but setting-dependent performance across representative benchmarks. Taken together, the survey clarifies
the current landscape of OOD detection and highlights how integrating classical statistical reasoning with
graph-based learning can inform future graph OOD research. To support reproducibility, the implementation
of GEO is publicly available at https://github.com/longstnguyen/GEO.

INDEX TERMS Out-of-distribution detection, anomaly detection, graph neural networks, deep learning,
statistical methods, machine learning survey, safety-critical applications.

I. INTRODUCTION
Anomaly Detection (AD) refers to the task of identifying
patterns, behaviors, or data instances that deviate from what
is considered normal. It serves as a core component of robust
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Artificial Intelligence (AI) systems, particularly in safety-
critical domains such as healthcare, autonomous driving,
and financial services [1], [2], [3]. Within this broader
field, Out-of-Distribution (OOD) detection has emerged as
a specialized subtask. Unlike general AD, which focuses on
deviations within a known distribution, OOD detection aims
to recognize inputs originating from distributions unseen
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during training [4]. This distinction is important for reliability
and safety when AI systems are exposed to novel or
unforeseen conditions.

Despite extensive research, traditional OOD detection
methods, typically grounded in statistical modeling, density
estimation, or distance-based metrics, exhibit notable limi-
tations. These approaches often assume structured and low-
dimensional data, making them less effective in generalizing
to complex, relational, or high-dimensional scenarios [5],
[6]. When exposed to OOD inputs, such models may
yield overconfident or misleading predictions, undermining
trust in critical applications such as medical diagnosis and
autonomous driving [1], [2].
Recent advances in Deep Learning (DL), particularly

the emergence of Graph Neural Networks (GNNs), offer
new opportunities to address these challenges [7]. GNNs
are designed to operate directly on graph-structured data,
capturing both local and global dependencies among entities
by propagating and aggregating information across nodes
and their neighbors. This capability enables GNNs to learn
context-aware representations for structural and contextual
anomalies, positioning them as a relevant framework for
OOD detection in complex, interconnected data environ-
ments [8].

Existing survey papers have reviewed related litera-
ture from several important but different perspectives.
Pang et al. [9] survey deep AD broadly and organize the
field through a comprehensive taxonomy of deep models.
Lu et al. [10] review recent advances in OOD detection from
a task-oriented perspective, categorizing methods according
to the user’s access to the model and whether the detector
can modify or retrain it. Qiao et al. [11] summarize deep
graph AD from three methodological perspectives, namely
GNNbackbone design, proxy task design, and graph anomaly
measures. These surveys provide valuable overviews of their
respective areas. Our survey complements them by centering
the conceptual relationship between classical non-graph
OOD principles and their graph-based reinterpretations. Its
contribution lies in consolidating established ideas such as
one-class classification, density estimation, distance-based
scoring, and energy-based scoring into a transfer-oriented
view that makes explicit (i) which classical assumption or
score is being reused, (ii) how the score is embedded into
a GNN representation space, and (iii) what graph-specific
inductive bias is added through message passing, topology-
aware propagation, or spectral filtering. This view explains
how foundational OOD principles can be systematically rein-
terpreted within modern GNN-based detection frameworks.

Motivated by these developments, this survey aims to pro-
vide not only a comprehensive taxonomy of OOD detection
methods but also a principled view of the conceptual connec-
tions between classical approaches and emergingGNN-based
techniques. By organizing these ‘‘conceptual bridges,’’ we
seek to clarify how the statistical foundations of classical
methods can be reformulated within graph-based learning
frameworks and how recent graph learning advances, includ-

ing uncertainty-aware GNNs, graph energy models, test-
time graph OOD methods, heterophily-aware framelets, and
spectral high-pass designs, enlarge the design space for graph
OOD detection [12], [13], [14], [15], [16], [17]. To illustrate
this perspective, we include Graph Energy-based Out-of-
Distribution Detection (GEO) as a reference case study that
integrates energy-based scoring and one-class regularization
within a GNN and demonstrates how the proposed conceptual
relationships can be instantiated in practice.

Working hypotheses of this survey.
• H1: Graph-aware transfer. Classical OOD princi-
ples such as density estimation, distance-based scor-
ing, one-class classification, reconstruction error,
and energy scoring can be transferred to graph
settings by applying them to GNN-learned represen-
tations or graph-conditioned logits.

• H2: Structure-sensitive scoring. Effective graph
OOD detection should not treat samples as inde-
pendent points only; it should also exploit graph-
specific information such as neighborhood topology,
message propagation, spectral behavior, heterophily,
temporal shift, and higher-order relations.

• H3: Hybrid objective design. Combining com-
plementary classical principles within GNN frame-
works may provide richer graph OOD evidence than
relying on a single score or objective, especially
when density, geometry, and relational structure
provide different signals.

The main contributions of this paper are summarized as
follows.

• We delineate the conceptual and operational differences
between AD and OOD detection, establishing the latter
as the central focus of this review.

• We provide a comprehensive taxonomy of classical
OODdetectionmethods, including probabilisticmodels,
distance-based techniques, and one-class classification
approaches, while outlining their respective strengths
and limitations.

• We systematically review DL-based OOD detection
methods, with emphasis on recent advances in graph-
based learning, covering reconstruction-based models,
generative models, gradient-based techniques, and vari-
ous GNN architectures.

• We consolidate and analyze the conceptual relationships
between classical and GNN-based methods, highlight-
ing how principles such as energy scoring and one-class
classification can be reinterpreted or extended within
GNN frameworks. These connections are organized into
a transfer-oriented perspective that specifies the reused
classical score, the learned graph representation, and the
graph-specific inductive bias.

• We instantiate these insights in a reference case study,
GEO, which reports competitive but setting-dependent
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performance across representative benchmarks and
serves as an illustrative example of bridging classical
principles with graph-based models.

Through this synthesis, the survey clarifies the current
landscape of OOD detection and outlines directions for
future research. In particular, it emphasizes the continued
integration of classical statistical reasoning with graph-based
representation learning as a pathway for developing more
reliable OOD detection methods across diverse application
domains.

The remainder of this paper is organized as follows.
Section II provides background information and introduces
benchmark tasks for OOD detection. Section III presents
a detailed classification of OOD detection methods into
traditional and DL approaches, reviewing representative
techniques within each category and presenting a taxonomy
summarizing their relationships. Section IV builds on this
classification by examining how classical OOD principles
are reinterpreted within GNN frameworks, discussing repre-
sentative GNN-based models and identifying challenges and
future directions. Section V describes the illustrative case
study, GEO, along with representative experimental results.
Finally, Section VI concludes the paper.

II. BACKGROUND
This section provides foundational knowledge for OOD
detection. We first present an overview of AD and its
subcategories, then clarify the role of OOD detection within
AD and formalize the problem setting. We next outline its
historical evolution from classical to DL and graph-based
paradigms. Finally, we summarize representative application
domains, benchmark datasets, and commonly used evaluation
metrics.

A. OVERVIEW OF AD
Figure 1 illustrates the conceptual hierarchy of AD,which can
be broadly categorized into four subgroups: point, contextual,
collective, and OOD anomalies. This taxonomy reflects
how anomalies manifest under diverse data characteristics
and real-world contexts. Depending on their manifestation
and context, anomalies can take several distinct forms,
as summarized below.

1) POINT ANOMALIES
A point anomaly occurs when a single data instance exhibits
attributes that significantly deviate from the majority of the
dataset. For example, if a user’s typical daily credit card
spending is about $100, but a transaction of $400 occurs, that
instance would be considered anomalous. Common detection
methods include Gaussian or Z-score–based screening [19],
[20], [21], ensemble approaches such as Isolation Forest [22],
and kernel-based techniques such as One-Class Support
Vector Machine (OCSVM) [23].

2) CONTEXTUAL ANOMALIES
A contextual anomaly refers to an instance that may appear
normal in isolation but becomes anomalous when evaluated

FIGURE 1. Overview of AD and its OOD-detection subset, illustrating
typical categories, applications, and methodologies [18].

within a specific context (e.g., time, location, or surrounding
conditions). For instance, a temperature reading of 30◦C
may be normal in summer but abnormal in winter. Typical
detection approaches include time-series models such as
AutoRegressive Integrated Moving Average [24], [25] and
Prophet [26], recurrent architectures like Gated Recurrent
Unit (GRU) [27], [28] and Long Short-Term Memory
(LSTM) [29], [30], as well as hybrid Convolutional Neural
Network (CNN)–LSTM models [31].

3) COLLECTIVE ANOMALIES
Collective anomalies arise when a group of data points
collectively deviates from expected behavior, even though
individual points may not appear abnormal on their own.
A typical example includes coordinated fake social media
accounts or clusters of malicious network activities. Popular
detection methods include Density-Based Spatial Cluster-
ing of Applications with Noise [32], Autoencoder (AE)
models [33], [34], [35], and GNNs [36], which capture
interdependencies among related data instances.

4) OOD DETECTION
OOD detection focuses on identifying inputs drawn from
distributions different from the training data, which is
essential for assessing model reliability and robustness.
Representative approaches include Maximum Softmax Prob-
ability (MSP) [37], [38], baseline OOD detectors for neural
networks [39], Mahalanobis distance–based scoring [40],
and Energy-Based Models (EBMs) that assign low energy
to In-Distribution (ID) samples and higher energy to OOD
samples [41]. Classical OOD detection methods typically
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assume that data points are independent and identically
distributed. However, many real-world systems are inherently
relational; examples include fraud rings in transaction
networks, botnets in social networks, and abnormal devices
in communication graphs. This has motivated graph-aware
extensions in which node embeddings are learned via GNNs
and OOD scores are computed using adaptations of classical
objectives such as one-class classification, density/likelihood
estimation, or energy-based scoring on graphs [13], [42],
[43], [44], [45].

Among the four anomaly types above, OOD detection
is the central focus of this survey. In the remainder
of the paper, we trace its evolution from statistical and
distance-basedmethods, through deep generative and energy-
based formulations, to recent GNN-based paradigms that
explicitly reason over graph structure and interdependent data
representations.

B. THE ROLE OF OOD DETECTION WITHIN AD
Having situated OOD detection within the broader AD
taxonomy, we treat it in this survey as a distinct reliability
objective rather than merely another anomaly subtype. Stan-
dard AD often identifies deviations within a known operating
distribution, whereas OOD detection asks whether an input
comes from a distribution for which the model’s learned
decision rule should not be trusted [4]. This distinction is
central to trustworthy AI systems because overconfident
predictions on unseen traffic signs, rare clinical cases, novel
attacks, or shifted graph structures can produce unsafe
downstream decisions [6].

This reliability view also motivates the graph-aware
emphasis of the survey. Traditional methods, typically
designed for independent or low-dimensional data, can
encounter difficulties when applied to complex, high-
dimensional, and interdependent settings [5]. GNNs provide
a natural way to incorporate both local and global relational
context, but they also require classical OOD principles to be
reformulated around graph structure rather than transferred
mechanically. In the following subsections, we formalize
the OOD detection problem, trace its historical evolution,
and summarize representative benchmarks and evaluation
metrics.

C. PROBLEM FORMULATION
Machine learning models are typically trained on datasets
that cannot fully encompass the complexity of real-world
inputs. When these models encounter inputs that differ from
their training distribution, they may produce unreliable or
overconfident outputs. OOD detection therefore formalizes
a reliability-oriented decision problem: recognizing when
a model is processing data outside its training distribution
rather than merely identifying atypical samples within the
same distribution.

Formally, given a classifier gθ (e.g., a CNN) trained on ID
data Din, the goal of OOD detection is to construct an OOD

score s(x; gθ ) and a threshold τ that distinguish samples from
Din from samples drawn from an unknown distribution Dout.
Throughout this paper, unless stated otherwise, larger scores
indicate stronger OOD evidence. For native quantities with
the opposite direction, such as likelihood or confidence, this
convention can be obtained by negating the native score or by
explicitly stating the threshold direction. The induced binary
decision function is expressed in Equation (1).

F(x; gθ , τ ) =

{
0 if s(x; gθ ) < τ

1 if s(x; gθ ) ≥ τ
(1)

The history of OOD detection is closely tied to the
development of machine learning algorithms and data
preprocessing techniques [46]. In earlier studies, which we
subsequently discuss, OOD samples were often identified
based on simple assumptions, such as a single Gaussian or
a mixture of Gaussian distributions. However, in reality, data
distributions often do not follow a Gaussian distribution and
exhibit much greater complexity.

A more modern approach has generalized the AD problem
and treated OOD detection as a subtask based on concepts
such as covariate shift and semantic shift [4]. Covariate
shift refers to differences in the observable input space
while the labeling function remains unchanged, such as
adversarial examples, domain shifts, or style changes. This
difference is often used to evaluate model generalization and
stability, as test points become more diverse and misleading.
In contrast, semantic shift refers to fundamental semantic
differences in class attributes or clusters that were not present
in the training data. From this perspective, many OOD
settings can be viewed as semantic shifts for which a model
should abstain, defer, or flag the input rather than return an
overconfident prediction.

D. FROM CLASSICAL METHODS TO DL AND GNN-BASED
APPROACHES
The formulation above exposes a common structure across
OOD detectors: a representation, a scoring rule, and a
thresholding mechanism. Classical methods instantiate this
structure through density estimates, distances, margins,
or reconstruction errors. These tools are often effective
in low-dimensional, well-structured settings, but they can
become brittle when the relevant OOD evidence is distributed
across high-dimensional features or relational dependencies.

DL methods extend this pipeline by learning represen-
tations on which OOD scores can be computed. Auxiliary
classifiers [39], softmax-based confidence scores [37],
AEs [47], GANs [48], ensembles [49], and energy-based
scoring [41] all preserve this score-based view while
replacing handcrafted features with learned ones. GNN-based
methods further adapt the same idea to relational data by
allowing the representation and the score to depend on graph
structure.

This progression is visible across application settings.
In fraud detection, classical Gaussian models estimate
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TABLE 1. Representative OOD application domains and common evaluation use cases.

transaction likelihoods probabilistically [50], [51], whereas
GNNs can additionally capture relational patterns among
accounts. In network intrusion detection, EBMs detect devi-
ations in network states [41], [52], while graph-based models
can incorporate the underlying network topology. In medical
diagnosis, architectures such as ChebNet and graph convo-
lutional networks analyze structured data including medical
records and molecular structures [42], [53]. These examples
motivate the method-level taxonomy developed in the next
section.

E. APPLICATIONS, BENCHMARKS, AND METRICS
OOD detection plays a critical role in real-world applications
where model reliability and robustness are essential. Table 1
summarizes representative domains and the types of OOD
risk they are commonly used to evaluate.

To evaluate OOD detection models, researchers use
benchmark datasets containing both ID and OOD samples.
Tables 2 and 3 separate commonly used non-graph and graph
benchmark statistics so that dataset scale is explicit without
mixing it with application-level use cases.

In practice, non-graph OOD benchmarks often pair ID
classification datasets with semantically distant or near-
OOD test sets, whereas graph OOD benchmarks commonly
evaluate label, feature, structural, temporal, covariate, con-
cept, or environment shifts. †For graph datasets, edge
counts may differ across software libraries because some
implementations store reverse edges explicitly. Unless oth-
erwise stated, Table 3 reports dataset-source or common
undirected/reference counts for citation, co-purchase, and
coauthor datasets, while ogbn-arxiv is reported as a
directed Open Graph Benchmark (OGB) citation graph.

Standard evaluation metrics for OOD detection include
the Area Under the Receiver Operating Characteristic Curve
(AUROC), Area Under the Precision-Recall Curve (AUPR),
Area Under the Risk-Coverage Curve (AURC), and F-scores.
Another commonly used metric is FPR@TPRx, which
reports the False Positive Rate (FPR) at a given True Positive
Rate (TPR) threshold x.
For a binary OOD decision, let OOD samples be the

positive class and let s(x) denote an OOD score, where
larger values indicate stronger OOD evidence. At a threshold

τ , samples with s(x) ≥ τ are predicted as OOD. The
main threshold-dependent quantities are summarized in
Equation (2).

TPR(τ ) =
TP(τ )

TP(τ )+ FN(τ )
,

FPR(τ ) =
FP(τ )

FP(τ )+ TN(τ )
,

Precision(τ ) =
TP(τ )

TP(τ )+ FP(τ )
,

F1(τ ) =
2 Precision(τ ) TPR(τ )
Precision(τ )+ TPR(τ )

. (2)

Here, TP, FP, TN, and FN denote true positives, false
positives, true negatives, and false negatives, respectively.
AUROC andAUPR summarize threshold-swept performance
as shown in Equation (3).

AUROC =
∫ 1

0
TPR(u) du,

AUPR =
∫ 1

0
Precision(r) dr, (3)

where u denotes the false-positive-rate axis and r denotes
recall. FPR@TPRx is computed by selecting a threshold
τx such that TPR(τx) = x and then reporting FPR(τx).
For selective prediction, AURC integrates the risk–coverage
curve in Equation (4).

AURC =
∫ 1

0
R(c) dc, (4)

where c is the retained coverage and R(c) is the prediction risk
at that coverage.

With these definitions, benchmarks, and metrics in place,
the following section classifies OOD detection methods into
distinct methodological families and highlights how their
assumptions, scoring rules, and limitations differ.

III. CLASSIFICATION OF OOD DETECTION METHODS
This section provides the methodological foundation for the
survey. We organize OOD detection methods into two broad
families: traditional methods and DLmethods. For each fam-
ily, we describe representative techniques, their mathematical
formulations, and their respective strengths and limitations.
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TABLE 2. Representative non-graph OOD benchmarks and reported dataset statistics.

TABLE 3. Representative graph OOD benchmark families and reported dataset statistics.

This organization identifies the classical scores, objectives,
and assumptions that will later be reinterpreted in graph-
aware settings. A comprehensive taxonomy summarizing this
classification is presented at the end of the section.

A. TRADITIONAL METHODS
Traditional OOD methods generally operate on explicit
statistical, geometric, or margin-based assumptions about the
ID data. We group them into density/probabilistic models,
distance-based models, and one-class classification methods.
This order moves from global distributional modeling,
to local neighborhood comparison, and finally to direct
estimation of the normal data support.

1) CLASSICAL DENSITY ESTIMATION AND PROBABILISTIC
MODELS
Density estimation and probabilistic models play a funda-
mental role in anomaly and OOD detection by modeling
the underlying data distribution and identifying instances
that significantly deviate from it. Representative approaches
in this category include the classical Gaussian model,
Gaussian Mixture Models (GMMs), and Kernel Density
Estimation (KDE). These methods are valued for their
simplicity, interpretability, and solid theoretical foundations.
In low-dimensional, well-behaved data settings, they can
provide efficient and reliable OOD detection. However, their
effectiveness is fundamentally limited by several factors:
(i) strong distributional assumptions in some models (e.g.,
Gaussianity) [69], (ii) poor scalability and performance
on high-dimensional or complex data due to the curse of

dimensionality [70], and (iii) limited flexibility in mod-
eling multimodal or structured data [71], [72]. Overall,
density estimation and probabilistic models remain important
classical baselines, but their limitations in real-world, large-
scale applications have motivated the development of more
advanced data-driven approaches.

a: CLASSIC GAUSSIAN MODEL
One of the fundamental methods for multivariate AD is
calculating the Mahalanobis distance [73] from a test point
to the mean of the training data [74]. It is a measure of
the distance between a point and a distribution defined by
Equation (5).

DM (x;µ, 6) =
√
(x− µ)T6−1(x− µ) (5)

This is equivalent to modeling a multivariate Gaussian
distribution for the training data and assessing the probability
of occurrence for an input data point based on that model. The
technique using a multivariate Gaussian distribution [50] is
one of the most basic approaches to determine whether inputs
are OOD. The Gaussian density is defined in Equation (6)
[51].

p(x;µ, 6) =
1

(2π)
d
2 |6|

1
2

× exp
(
−
1
2
(x− µ)⊤6−1(x− µ)

)
(6)

Here, x ∈ Rd is the input vector, µ ∈ Rd is the mean
vector, 6 ∈ Rd×d is the covariance matrix, |6| is its
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determinant, and 6−1 is its inverse. This compact notation
is sufficient for the rest of the survey because subsequent
methods reuse the same density, distance, and score conven-
tions. This method uses theMaximum Likelihood Estimation
(MLE) [75] technique to estimate the mean and covariance of
a given dataset representing the ID data. To identify whether
a new data point is anomalous, a threshold can be applied
to the likelihood or negative log-likelihood of the sample,
depending on the chosen score direction. For a dataset X =
{x1, x2, . . . , xn}, the likelihood is computed as Equation (7).

L(µ, 6) =
n∏
i=1

p(xi;µ, 6). (7)

Applying the natural logarithm to the density function p
yields the log-likelihood in Equation (8).

ℓ(µ, 6) = −
nd
2

ln(2π)−
n
2
ln |6|

−
1
2

n∑
i=1

(xi − µ)⊤6−1(xi − µ) (8)

By taking derivatives and setting them to zero, the maximum
likelihood estimates for the parameters are obtained as given
in Equation (9).

µ̂ =
1
n

n∑
i=1

xi, 6̂ =
1
n

n∑
i=1

(xi − µ̂)(xi − µ̂)⊤. (9)

The multivariate Gaussian distribution is widely used
in statistics and machine learning [50]. The central limit
theorem [76] also shows why Gaussian assumptions can be
reasonable in some settings, as sums of independent random
variables tend toward a Gaussian distribution. This analytical
tractability makes Gaussian modeling a useful baseline, with
likelihood computation typically cheaper than more complex
density estimators [77].

Later, Lee et al. [78] showed that pre-trained features
generated by Deep Neural Networks can be fitted well to a
Gaussian distribution and proposed computing a confidence
score using the Mahalanobis distance to detect anomalies.
While their approach learns the distribution parameters only
after training the classifier, the Gaussian Likelihood Out
of Distribution [79] technique estimates the parameters of
the Gaussian model during the training phase. Subsequently,
the Gaussian likelihood and the log-likelihood ratio are
employed to detect OOD samples. While a multivariate
Gaussian model can serve as a simple baseline for OOD
detection, this model is only applicable to data that satisfy
the Gaussian assumptions. Strengths: Simple, efficient for
low-dimensional data, and easy to implement. Weaknesses:
Assumes data are Gaussian-distributed; performs poorly for
multimodal or high-dimensional data; and is sensitive to
outliers and assumption violations [69], [71], [72].

b: MIXTURE OF GAUSSIAN MODEL
Although the basic Gaussian distribution has useful analytical
properties, a single Gaussian often cannot capture complex

or multimodal datasets observed in real-world scenarios.
GMMs [80], [81] address this limitation by representing a
distribution as a weighted combination of multiple Gaussian
components. Data points that do not align well with any
component [82] may be considered anomalous, as expressed
by Equation (10).

p(x; λ) =
M∑
i=1

wig(x;µi, 6i) (10)

where x is a d-dimensional continuous-value vector, wi are
the mixture weights, and g(x;µi, 6i), i = 1, . . . ,M , are the
component Gaussian densities. Each component density is a
d-variate Gaussian function of Equation (11).

g(x;µi, 6i) =
1

(2π )
d
2 |6i|

1
2

× exp
(
−
1
2
(x− µi)

⊤6i
−1(x− µi)

)
(11)

The approach to detect anomalies in this method is similar
to that applied in the classic Gaussian model. GMMs estimate
three fundamental parameters for each Gaussian component:
the mean vectors, which represent the central location of
the data; the covariance matrices, which capture the spread,
shape, and potential correlations between features; and the
mixing coefficients, which indicate the proportion of the
overall data distribution accounted for by each component.
These parameters are commonly estimated using the iterative
Expectation-Maximization algorithm [83], [84] or MLE [75].
A test sample is considered anomalous if its log-likelihood
value is below the specified threshold. Although GMMs are
more flexible than a single Gaussian model, each component
still relies on Gaussian assumptions.

Several studies combine GMMs with representation-
learning techniques to improve detection performance, such
as the Deep Autoencoding Gaussian Mixture Model [85].
This model extracts key low-dimensional features with an AE
and feeds them to the GMM to compute the input likelihood.
In summary, while GMMs offer greater flexibility than the
classic Gaussian model, they still exhibit notable limitations.
Strengths: Flexible for multimodal distributions; widely
used in practice; capable of modeling data structures beyond
a single Gaussian. Weaknesses: Still assumes Gaussianity
within each component; sensitive to initialization and the
curse of dimensionality; requires careful tuning of the
number of components; computationally intensive for large
datasets [71].

c: KERNEL DENSITY ESTIMATION
KDE is a non-parametric method used in statistics for
probability density estimation. It applies kernel smoothing to
estimate the probability density function of a random variable
based on kernels as weights. This method allows inferences
about the population to be made based on a finite data
sample. KDE is also known as the Parzen–Rosenblatt window
method, named after Emanuel Parzen andMurray Rosenblatt,
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who are credited with independently creating it in its current
form [86]. A well-known use of KDE is to calculate the class-
conditional marginal densities of data in the context of a
naive Bayes classifier [87], thereby enhancing the precision
of its predictions [88]. Unlike the classic Gaussian model
and GMMs, KDE does not require the input data to satisfy a
Gaussian assumption. The OOD decision rule is still density-
based, but the Probability Density Function (PDF) of a
dataset X = {x1, x2, . . . , xn} is estimated non-parametrically.
The density value at a query point x using KDE is defined by
Equation (12).

f̂h(x) =
1
n

n∑
i=1

Kh(x − xi) =
1
nh

n∑
i=1

K
(
x − xi
h

)
(12)

where K is the kernel, a non-negative function, and h > 0 is
a smoothing parameter called the bandwidth.

A kernel with subscript h is called the scaled kernel
and defined as Kh(x) = 1

hK
(
x
h

)
. Intuitively, K is a

kernel function satisfying non-negativity and normalization
conditions [89]. A wide range of kernel functions can be
used in KDE, with the most common being the Gaussian
and Epanechnikov kernels [90]. Additionally, the bandwidth
h controls the smoothness of the shape density function;
the greater the value h, the smoother the shape of the
density function f . A new instance, which belongs to the low
probability region of this PDF, is declared to be anomalous.

Some studies calculate the PDF of activation at different
network layers by applying KDE on the data from the same
distribution. At test time, they assign a confidence score
for each layer and combine them with logistic regression
to get the final score [91]. Another study uses variational
autoencoding and KDE to deal with high-dimensional data.
This study extracts low-dimensional features from the input
data and then applies KDE to estimate the PDF of the
training data [92]. Kernel-based methods have at least
quadratic complexity in the number of samples [93] unless
they use some approximation technique [94]. In summary,
while KDE offers distribution-free flexibility, it also faces
notable computational and scalability challenges: Strengths:
Non-parametric; can model arbitrary data distributions; does
not assume any specific distributional form. Weaknesses:
Extremely sensitive to the bandwidth parameter; suffers from
the curse of dimensionality (ineffective for high-dimensional
data); high time complexity without approximation methods;
computationally expensive for large datasets [70], [71].

2) DISTANCE-BASED MODELS
The second group of traditional methods are distance-based
models. Generally, distance-based models are a class of OOD
detection approaches that assess the abnormality of data
points by measuring their distances to neighboring points or
regions in the feature space. Two prominent techniqueswithin
this category are the Local Outlier Factor (LOF) algorithm
and the Isolation Forest method. Distance-based models offer
intuitive approaches to AD by leveraging distance metrics

to identify data points that deviate significantly from their
local neighborhoods or expected patterns. They are valued
for their flexibility and distribution-free nature, but often
struggle with computational cost and reduced reliability in
high-dimensional data spaces.

a: LOCAL OUTLIER FACTOR
The LOF algorithm is a type of unsupervised AD method.
It assesses the deviation in local density of a specific data
point in comparison to its neighboring points. It identifies
samples as outliers if their density significantly falls below
that of their neighboring points. This non-parametric tech-
nique measures the degree of outlierness of each data point
based on its local density compared to its neighbors [95].
The LOF of a point is defined as the ratio between the
average local reachability density of its k nearest neighbors
and its own local reachability density. Let Nk (x) denote
the k nearest neighbors of x. The formula is described in
Equation (13) [96].

LOFk (x) =
1

|Nk (x)|

∑
y∈Nk (x) lrdk (y)

lrdk (x)
(13)

The local reachability density is expressed by
Equation (14).

lrdk (x) =

 1
|Nk (x)|

∑
y∈Nk (x)

rdk (x, y)

−1 (14)

The reachability distance between two points is defined in
Equation (15).

rdk (x, y) = max{dk (y), d(x, y)} (15)

where d(x, y) is the distance between x and y, and dk (y) is the
distance from y to its k-th nearest neighbor. A high LOF value
indicates that x has lower local density than its neighbors and
is therefore more likely to be an outlier.

The LOF algorithm has several advantages, including its
ability to handle data with varying densities and shapes and
its relative robustness to noise and irrelevant attributes. It has
been applied effectively in settings such as network intru-
sion detection [97] and processed classification benchmark
data [98]. However, it also has drawbacks, such as requiring
a user-defined parameter k , which can affect performance and
interpretation, and the fact that the threshold at which a LOF
value greater than 1 indicates an outlier is not fixed across
datasets. Several extensions of LOF address these limitations;
for example, Schubert et al. [98] abstract various local outlier
detection methods into a general framework applicable to
spatial, video, and network outlier detection. In summary,
LOF is effective in detecting local anomalies, particularly
in datasets with heterogeneous densities or structures [71].
However, its performance is heavily influenced by the choice
of hyperparameters and suffers in high-dimensional or large-
scale data due to increased computational demands and
diminished effectiveness of distance metrics.
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b: ISOLATION FOREST
Approaches mentioned above generally construct a pattern
of normal instances, then deem a data point anomalous if
it deviates from the normal profile [80], [81], [90], [99].
In contrast, the Isolation Forest method isolates and identifies
anomalies based on the idea that anomalies are ‘‘few-and-
different’’ [100].
Isolation Forest-based AD is a two-phase procedure. In the

first phase, the method builds an ensemble of isolation
trees. The partitions in each tree are generated by randomly
selecting a feature and then choosing a split value between
the minimum and maximum values of the selected feature.
This differs from the partitioning strategies used in decision
trees and random forests, which select features/splits based on
impurity reduction (e.g., Gini impurity) at each node [101],
[102]. In the second phase, given a sample of data X =
{x1, x2, . . . , xn} of n instances from a d-variate distribution,
the Isolation Forest anomaly score sIF of an instance x is
defined by Equation (16).

sIF(x, n) = 2−
E[h(x)]
c(n) (16)

where E[h(x)] is the average path length of x over a forest of
isolation trees, and the normalization constant c(n) is given in
Equation (17).

c(n) = 2Hn−1 −
2(n− 1)

n
(17)

is the average path length of an unsuccessful search
in a binary search tree with n instances (with Hm =∑m

i=1
1
i ) [100]. Points that travel deeper into the trees

are more likely to be normal and thus receive smaller
anomaly scores. The score lies in [0, 1]. As suggested
by Liu et al. [100], scores close to 1 typically indicate
anomalies, whereas scores well below 0.5 indicate normal
instances; scores around 0.5 suggest no clear anomalies.

More recently, there have been many extensions of
Isolation Forest that attempt to obtain better detection
performance by employing hierarchical criteria for the
selection of dividing thresholds or dimensions [103], [104],
[105], using optimal random hyperplanes [106], [107], [108],
or leveraging neural networks to map original data to new
representation spaces, such as Deep Isolation Forest [22].
Moreover, to deal with imprecise, incomplete, ambiguous,
or uncertain data, fuzzy variants have been proposed [109].
In summary, Isolation Forest is widely adopted due to

its efficiency and scalability for large datasets. Strengths:
Fast and scalable; effective on large datasets; few hyper-
parameters. Weaknesses: Less effective for subtle/local
outliers; performance degrades in high-dimensional settings
or with many irrelevant features (random splits become less
informative) [71], [72].

3) ONE-CLASS CLASSIFICATION
One-class classification models the support of the ID
distribution without requiring explicit negatives. Unlike den-
sity/probabilistic estimators in Section III-A1, which target

p(x), and distance-based methods in Section III-A1c, which
rely on local geometry, one-class approaches learn a compact
normal region and judge samples by their conformity to it.
This setting is natural when anomalies are rare or ill-specified
and benefits strongly from good representations. We next
cover two representative lines: (a) OCSVM, which separates
normal data from the origin via a maximum-margin principle,
and (b) Support Vector Data Description (SVDD)-style
methods, including Deep SVDD, that concentrate learned
features within a small-volume hypersphere.

a: ONE-CLASS SUPPORT VECTOR MACHINE
In one-class classification [110], a model is trained with a
well-characterized positive class and a poorly represented
or sparsely populated negative class. OCSVM [46], [111],
[112] is an extension of traditional Support Vector Machines
(SVMs) designed for AD, where the majority of the data
belongs to one class (normal) and only a small fraction
belongs to the other class (anomaly). The objective of the
OCSVM is to find the hyperplane that best separates the
normal data from the origin while maximizing the margin.
The decision function is defined in Equation (18).

f (x) = sign
(
w⊤φ(x)− ρ

)
(18)

where w is the normal vector to the hyperplane, φ(x)
is the (possibly implicit) feature mapping induced by the
kernel, and ρ denotes the offset (distance from the origin)
defining the decision boundary. The optimization problem is
formulated [112] in Equation (19).

minimize
w, ξ, ρ

1
2
∥w∥2 +

1
νm

m∑
i=1

ξi − ρ

subject to w⊤φ(xi) ≥ ρ − ξi, i = 1, . . . ,m,

ξi ≥ 0

(19)

Here, ν ∈ (0, 1] provides an upper bound on the fraction
of outliers and a lower bound on the fraction of support
vectors. Tax and Duin [113] proposed a method that uses
artificially generated outliers to adjust OCSVM parameters,
aiming to avoid both over-fitting and under-fitting. Yu [114]
presented a one-class classification algorithm that uses SVMs
with positive and unlabeled data, eliminating the need for
labeled negative data. Manevitz and Yousef [115] highlighted
limitations of OCSVM-based one-class classification, includ-
ing the need for sufficient training data to learn a reliable class
boundary without labeled negatives. Li et al. [116] improved
the OCSVM [70] approach for AD in intrusion detection
systems, achieving higher accuracy by considering all points
close to the origin as outliers. Hao [117] combined fuzzy
set theory with OCSVM [70] to address the sensitivity of
standard OCSVM to outliers and noise.

b: DEEP ONE-CLASS CLASSIFICATION
Classical AD methods such as OCSVM [70] or KDE [99]
often fail in high-dimensional, data-rich scenarios because

119546 VOLUME 14, 2026



M. Nguyen et al.: Conceptual Relationship Between Classical Machine Learning and GNNs in OOD Detection

of poor computational scalability and the curse of dimen-
sionality. Deep one-class classification methods aim to learn
effective representations for AD in an unsupervised manner.
Many deep AD approaches rely on reconstruction-error
heuristics from AEs or GANs, but these heuristics do not
directly optimize a compact normality objective.

In contrast, Ruff et al. [118] introduced Deep SVDD,
a deep one-class objective that maps normal examples toward
a compact hypersphere with minimal volume. By minimizing
the hypersphere enclosing the learned representations of the
training data, the network is encouraged to identify common
factors of the normal data distribution. The soft-boundary
Deep SVDD objective function is defined in Equation (20).

min
R,W

R2 +
1
νn

n∑
i=1

max{0, ∥φ(xi;W )− c∥22 − R
2
}

+
λ

2

L∑
ℓ=1

∥Wℓ∥
2
F (20)

The network feature mapping of input xi, denoted by
φ(xi;W ), is obtained by applying the neural network
parameters W to the input. The neural network has L layers
and its parameters are regularized by the weight decay term
λ > 0. The network feature mapping is constrained to lie
on a hypersphere with radius R and center c, where R is
determined by the parameter ν ∈ (0, 1]. The parameter ν

balances the trade-off betweenminimizing the sphere volume
and minimizing the boundary violations. We use ∥ · ∥2 for the
Euclidean norm and ∥ · ∥F for the Frobenius norm.

B. DL METHODS
DLmethods retain the same broad OOD objective but replace
fixed feature spaces with learned representations. This shift
allows reconstruction errors, likelihoods, gradient signals,
energy scores, and graph-based embeddings to be computed
in spaces shaped by neural training. The following sub-
sections review reconstruction models, generative models,
gradient-based methods, and GNN backbones, setting up the
graph-aware synthesis in Section IV.

1) RECONSTRUCTION MODELS
Reconstruction-based AD methods rely on the premise that
models trained on ID data struggle to effectively reconstruct
OOD samples. This divergence in model performance
between ID and OOD data serves as a valuable indicator for
AD. Two prominent techniques in this category are AEs and
Principal Component Analysis (PCA).

a: AUTOENCODER
The fundamental concept behind reconstruction-based
methodologies lies in the observation that the encoder-
decoder framework [119], when trained on ID data, typically
produces disparate outcomes for ID and OOD samples.
This divergence in model performance serves as a valuable
indicator for AD. Specifically, models exclusively trained on

ID data struggle to effectively reconstruct OOD data [40],
facilitating the identification of OOD instances. While pixel-
level comparison in reconstruction models is not widely
favored in OOD detection due to its high training cost,
an alternative approach involving the reconstruction of
hidden features has been proposed as a promising solu-
tion [120]. Recent research, exemplified by MoodCat [121],
takes a novel approach by masking a random portion of
the input image and discerning OOD samples based on
the quality of classification-driven reconstruction results.
Because direct kernel density estimation can be ineffective
in high-dimensional spaces [40], [86], [122], [123], another
line of work creates compact latent representations [124],
[125] and minimizes regularization loss to ensure that latent
features of the ID are distributed within a specific space. Let
x be an input to an AE model, and let Enc(x) denote the
encoded representation of x. The reconstruction error of the
AE is formulated as a function R(x), given by Equation (21).

R(x) = Dist
(
x,Dec(Enc(x))

)
(21)

where Dec(·) is the decoding function of the AE, and
Dist(·, ·) is an appropriate distance metric used to compute
the reconstruction error.

b: PRINCIPAL COMPONENT ANALYSIS
PCA [126] is widely used for dimensionality reduction and
feature extraction. This technique finds an orthonormal basis
in which the dominant variation in the data is captured by a
small number of principal components, while less informative
directions are suppressed [127], [128]. The original data are
projected onto these principal components by maximizing
projected variance, as formulated in Equation (22) [51].

max
W∈RD×d

tr(W⊤CW ) s.t. W⊤W = Id (22)

Here W = [w1, . . . ,wd ] is an orthonormal basis for the
d-dimensional principal subspace in data space X ⊆ RD, x
is the sample mean, and C is the covariance matrix of X =
{x1, . . . , xn}. The standard approach to solve this optimization
problem is to use the Lagrange multiplier method [129],
[130], yielding the eigenvalue equation in Equation (23).

Cw = λw (23)

The equation means that each principal direction w
must be an eigenvector of C , and λ is its corresponding
eigenvalue [130]. The d ≤ D eigenvectors with the largest
eigenvalues determine the principal subspace spanned byW .

The Squared Prediction Error (SPE) [131], [132] is
computed for each data point using Equation (24), measuring
the difference between the original data point and its
projection onto the principal subspace spanned by W . OOD
data tends to yield higher reconstruction error than ID data.

SPE(x) = ∥x−WW⊤x∥22 (24)

Kernel PCA [133] was developed as an extension of
PCA to cover non-linear structures in data by leveraging
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the ‘‘kernel trick’’. The reconstruction error, which can be
determined via the dual [134], serves as the anomaly score
in Kernel PCA [128]. Furthermore, to address the issues of
data contamination and noise, several Robust PCA variants
have been proposed as well [135], [136]. In addition, the
research [137] introduces an extension of PCA called the
Karhunen–Loeve expansion [138], which takes into account
temporal correlations. The Karhunen–Loeve expansion with
a Galerkin method is applied to network traffic data.
Compared to basic PCA, it gives improved AD performance
when the temporal correlation of traffic data is considered.

Recent reconstruction-oriented methods for hyperspec-
tral AD have moved beyond generic autoencoder-style
formulations toward self-supervised background modeling.
For example, NL2Net employs a dual-branch blind-spot
architecture that couples local feature extraction with
nonlocal dependency modeling to reconstruct background
structure more faithfully and improve anomaly separability
in hyperspectral images [139]. This line of work suggests
that reconstruction-oriented AD is increasingly incorporating
richer feature coupling and background-aware reconstruction
objectives.

2) GENERATIVE MODELS
The second notable branch of DL approaches is generative
models. In AD and OOD detection, generative models aim to
learn the regular data distribution and identify samples that
deviate from it. These models provide flexible architectures
for modeling complex data patterns and assigning anomaly or
OOD evidence through likelihoods, reconstruction behavior,
discriminator responses, or energy scores. There are four pri-
mary types of such models: EBMs, Variational Autoencoders
(VAEs), GANs, and Normalizing Flows (NFs).

a: ENERGY-BASED MODELS
The first deep EBM networks, such as Deep Belief Net-
works [140] and Deep Boltzmann Machines [141], are
graphical models consisting of layers of hidden states
followed by an output layer to model observed data. Here,
the energy function depends not only on the input x but also
on the hidden state z, so the energy function takes the form
Eθ (x, z). The core idea of EBMs [142] is to associate each
input with an energy value, where lower energy is assigned to
more plausible or ID samples and higher energy is assigned
to less plausible or OOD samples. These models can be
trained by approximating the gradient of the log-likelihood
∇θ log pθ (x) using techniques such as Markov Chain Monte
Carlo [143] or score matching [144]. Subsequent studies
have replaced probabilistic hidden layers with deterministic
hidden layers [145], enabling the use of the energy function
Eθ (x) as an anomaly score [146]. A temperature-scaled
conditional distribution can be written in terms of class-
conditional energy as shown in Equation (25).

p(y | x) =
exp(−E(x, y)/T )∑
y′ exp(−E(x, y′)/T )

=
exp(−E(x, y)/T )
exp(−E(x)/T )

(25)

The denominator,
∑

y′ exp(−E(x, y
′)/T ), is the partition

function over possible labels and involves the temperature
parameter T . The corresponding Helmholtz free energy for
a data point x ∈ RD is the negative temperature-scaled
logarithm of this partition function, as given in Equation (26).

E(x) = −T log
∑
y′

exp(−E(x, y′)/T ). (26)

EBMs establish an energy function that allocates low
energies to instances within the distribution [142] and higher
energies to those outside the distribution. Under the score
convention introduced in Section II, the free energy itself can
be used as an OOD score: higher values provide stronger
OOD evidence. At test time, examples with much higher
energies than the training data can therefore be flagged as
OOD or anomalous. A threshold can be set on the energy
to decide what is OOD. EBM-based OOD detection has
demonstrated efficacy across various data types, including
images, text, and tabular datasets, often improving over
baselines based on softmax confidence or reconstruction
errors [39], [41]. Important challenges include selecting
reliable energy thresholds and addressing training instability.
Noise-based training [147] and ensemble methods [52] have
been proposed to improve stability. More recently, EBMs
have also been used to reinterpret classification models
through energy objectives, which can improve both training
behavior and OOD detection performance [41], [148].

b: VAE & GAN
VAE: VAEs are generative models designed for latent
variable modeling, incorporating probabilistic principles to
facilitate data generation and representation learning. The
fundamental idea behind VAEs is to introduce a probabilistic
interpretation to the latent variables. Unlike other generative
methods, which typically produce a deterministic latent
representation [149], [150], VAEs model the latent space as
a probability distribution. This allows for greater flexibility
in capturing the inherent uncertainty and diversity within the
data [151], [152].
The key equation governing the VAE is derived from

the principles of variational inference. The objective is to
maximize the Evidence Lower Bound (ELBO) [153], which
is equivalent to minimizing the Kullback-Leibler divergence
between the true posterior distribution of the latent variables
and an approximating distribution. According to [154], for
a given dataset X and latent variable Z , the VAE objective
function is expressed in Equation (27).

L
(
θ , φ; x(i)

)
≃ Ez∼qθ

(
z|x(i)

) [
log pφ

(
x(i) | z

)]
− DKL

(
qθ

(
z | x(i)

)
∥p(z)

)
(27)

The parameters φ and θ are optimized during the training
process. VAEs can be used for AD by modeling the normal
data distribution with the VAE, then looking for test samples
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that have high reconstruction error, meaning they deviate
significantly from the learned normal distribution [155].

FIGURE 2. The GAN discriminator and generator branches to detect
anomalies [48].

GAN: GANs can also support AD by training a discrimi-
nator to distinguish real or normal samples from generated
samples. Anomalous samples are therefore more likely to
receive discriminator responses that differ from the normal
data manifold [48]. A GAN consists of a generator G, which
maps latent noise z ∼ pz(z) to synthetic samples, and a
discriminator D, which distinguishes samples from the data
distribution pd (x) from generated samples. Figure 2 depicts
these generator and discriminator branches in the AD setting.
The interaction between G and D is commonly formulated
as a minimax game [156], [157], where the value function
V (G,D) is optimized as shown in Equation (28).

min
G

max
D

V (G,D) = Ex∼pd (x)[lnD(x)]

+ Ez∼pz(z)[ln(1− D(G(z)))] (28)

Unlike VAEs, GANs do not directly assign normalized
likelihoods to input data points. Applying GANs to AD
or OOD detection therefore usually requires intermediate
scoring mechanisms, such as discriminator responses or
latent-space reconstruction. Another approach is to use GAN-
related variants such as Adversarial Autoencoder [158] or
AnoGAN [34], which estimate anomaly evidence based
on the correspondence between an input and its latent
representation z ∼ Q.
GAN-based methods have achieved strong results in AD,

especially for image data. Their many variants provide
different scoring mechanisms and architectural choices for
different data modalities.

Recent GAN-based extensions have also moved beyond
direct spectrum-to-spectrum reconstruction toward domain-
transformation and mapping-based designs. For instance,
Frequency-to-Spectrum Mapping GAN is a semisupervised
method for hyperspectral AD that maps coarsely selected
background spectra to the fractional Fourier domain and
trains a GAN to restore them back to the original spectral
domain [159]. The key idea is that the model can restore
background samples more faithfully than anomaly samples,
since the fractional Fourier domain enhances background-
anomaly separability and the generator is trained on paired
background spectral and frequency-domain samples. During
inference, the restored image is subtracted from the original
image to form a differential image, and a global Reed–Xiaoli
detector is then applied to obtain the final anomaly map.
This example shows that GAN-based AD can incorporate

semisupervised background modeling and domain-specific
transformation objectives rather than relying only on direct
self-reconstruction in the original spectral domain.

c: NORMALIZING FLOWS
NFs are a type of deep generative model that can learn
complex data distributions. They were introduced in some
important papers [160], [161], [162] and explained in
their general form [163], which can approximate a target
distribution p∗(x) through an invertible transformation f
applied to a base distribution pZ (z) in the latent space. The
main idea is using flexible, invertible mappings that can
generate data points x ≈ f (z) according to the desired
distribution p∗(x).
NFs model latent samples as points in a D-dimensional

space, matching the dimensionality of the input space. The
architecture comprises L invertible layers, denoted as fi,ωi :
RD
→ RD, where fω = fL,ωL ◦ · · · ◦ f1,ω1 and each fi,ωi is

invertible for all ωi. Using the change-of-variables formula,
the likelihoods for an input x and a dataset D are shown in
Equation (29).

pX (x) = pZ
(
f −1(x)

) ∣∣∣∣∣det ∂f −1

∂x

∣∣∣∣∣ , p(D) =
∏
x∈D

pX (x)

(29)

The training objective for the NFs in Equation (29) con-
ventionally involves the maximization of the log-likelihood
function, denoted as L, with respect to the parameters
governing the invertible transformation f . Specifically, the
optimization objective is expressed as given in Equation (30).

argmax
θ

L(θ ) = argmax
θ

Ex∼D
[
log pX (x; θ )

]
(30)

where θ represents the parameters of the invertible transfor-
mation f , and D denotes the training dataset. The objective
seeks to enhance the model’s capacity to accurately capture
the underlying distribution of the training data by iteratively
adjusting the parameters to maximize the log-likelihood.

An advantage of these models, relative to many alternative
generative approaches, is their ability to compute exact
likelihoods through the change-of-variables formula while
retaining efficient sampling properties. Given the exact
computability of the probability density function pX (x),
NF models have been applied to AD [164], [165].
However, a notable drawback is the absence of inherent

dimensionality reduction. This limitation can be problematic
in domains such as images, where the effective data
dimensionality is much lower than the ambient dimension-
ality. Empirical studies have also shown that NF models
can assign high likelihoods to anomalous instances [166].
Recent investigations suggest that this phenomenon may be
related to the dominance of low-level features in likelihood
computation and to architectural inductive biases [164],
[167].

Their expressiveness and architectural flexibility can also
be limited relative to other generative architectures. Despite
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exact likelihood computation, generated image quality may
remain inferior to that of GANs [168], and the high dimen-
sionality of the latent space can complicate manipulation.
Thus, exact likelihood is theoretically attractive, but it does
not automatically translate into superior OOD or image-
synthesis performance.

3) GRADIENT-BASED METHODS
The third notable branch of DLmethods for OOD detection is
gradient-basedmethods. Recent advancements have explored
using gradient information from pre-trained models for OOD
detection. These methods are promising because they offer
strong performance and computational efficiency without
requiring extensive fine-tuning. GradNorm [169] is based on
the idea that ID data tends to have higher gradient magnitudes
than OOD data, making gradient magnitude informative
for OOD detection. ExGrad [170] further investigates this
connection and relates the gradient norm to the energy
score Eθ (x), showing that both share an ‘‘encoding-output’’
structure and that energy-like scores can be derived from
gradients of the last and penultimate layers. More recently,
GradOrth [171] uses an energy score derived from discrimi-
native classifiers’ gradients and applies orthogonal projection
to improve OOD detection. Additionally, ViM [172] com-
bines a class-agnostic score from the feature space with ID
class-dependent logits and demonstrates the link between
these components and the energy function. The recurring
convergence of different methods toward energy-related
scoring underscores the importance of energy functions in
modern OOD detection.

Most gradient-based methods take the Kullback–Leibler
divergence with respect to the uniform distribution u and
measure a norm of the model gradients as the scoring
function. For example, the GradNorm score is calculated as
given in Equation (31).

SGN (x) =

∥∥∥∥∥∂DKL
(
u ∥ softmax(fθ (x))

)
∂WL

∥∥∥∥∥
2

2

(31)

where fθ (x) denotes the logits and WL denotes the weight
matrix of layer L. Further reformulation in the original work
yields the equivalent formula in Equation (32).

SGN (x) =
1
T

∥∥h∥∥
1

C∑
k=1

∣∣∣∣ 1C − p(k)
∣∣∣∣ (32)

where h denotes the penultimate-layer encoding fed to the
last layer of the network, p(k) is the predicted probability for
class k , and T is a temperature parameter. Following their
notation, U denotes the part of the score characterized by
h, while V denotes the part characterized by the network
output. In GradNorm, U =

∥∥h∥∥
1, V =

∑C
k=1

∣∣∣ 1C − p(k)
∣∣∣, and

SGN (x) = 1
T UV . A related log-sum-exp energy score is given

in Equation (33).

SEnergy(x) = −T log
C∑
k=1

ef
(k)(x)/T (33)

Under the same output-factor view, the pre-logit output
term of the energy score is V =

∑C
k=1 e

f (k)(x)/T . ExGrad
proposed a similar composition where U = 1 and V =∑C

k=1 p
(k)(1−p(k)). In addition, in ViM, the formula is a sum

of two terms instead of a product, as shown in Equation (34).

SViM(x) = α

∥∥∥xP⊥∥∥∥− ln
C∑
i=1

eli (34)

Given their ability to provide a fine-grained view of model
behavior, gradient-based methods remain an important com-
ponent of modern OOD detection strategies, complementing
generative models and reconstruction-based techniques.

4) GNNS
The final category of DL approaches for OOD detection
consists of GNN methods. These methods leverage graph
structure for AD when data are naturally represented as
entities and relationships. Such settings arise in domains
including social networks, biological networks, and fraud
detection systems, where irregular behavior may appear
through node attributes, edge patterns, or higher-order graph
structure.

Recent graph OOD research has moved beyond using
GNNs merely as generic encoders. Several works combine
graph representation learning with predictive uncertainty,
distribution-shift modeling, test-time adaptation, energy
scoring, or robustness-oriented training [12], [13], [14],
[173], [174], [175], [176]. In parallel, spectral and higher-
order GNN studies highlight why graph representations
must remain stable and discriminative under heterophily,
deep propagation, and hypergraph structures [15], [16],
[17], [177]. This subsection therefore introduces GNNs as
graph-aware backbones, while Section IV provides the more
detailed synthesis of graph OOD and graph AD methods.

a: CHEBNET
GNNs [178] provide a principled way to model relationships
within graph-structured data. ChebNet, short for Chebyshev
Network [53], is a representative spectral GNN architecture
based on Chebyshev polynomials for graph signal process-
ing [179]. ChebNet approximates graph convolutions using
Chebyshev polynomials [180], defining graph convolutional
filters in the spectral domain as shown in Equation (35).

gθ (3) =
K−1∑
k=0

θkTk (3̃) (35)

Here, gθ (3) is the filter, 3 is the diagonal matrix of
eigenvalues of the graph Laplacian, 3̃ denotes the rescaled
eigenvalue matrix, Tk is the Chebyshev polynomial of order
k , and θ ∈ RK is the vector of Chebyshev coefficients (filter
parameters). This parametrization allows for localized filters.

The filters can be efficiently applied using a recur-
sive formulation without explicitly computing eigenvectors,
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as shown in Equation (36).

y = gθ (L)x =
K−1∑
k=0

θkTk (L̃)x (36)

Here, L̃ denotes the rescaled graph Laplacian and Tk (L̃)
applies the Chebyshev polynomial recursion on it. This
formulation has linear complexity in the number of edges
and efficiently captures localized graph patterns. Compared
with earlier graph convolutional methods [181], [182], [183],
ChebNet offers a practical balance between spectral filtering
and local neighborhood computation.

In the broader context of GNNs, ChebNet shares com-
monalities with Graph Convolutional Network (GCN).
While both architectures aim to extend convolutional oper-
ations to graph-structured data, ChebNet takes a distinctive
spectral approach by leveraging Chebyshev polynomials.
This approach enables ChebNet to extract information
from a broader range of neighboring nodes, potentially
enhancing its ability to model intricate graph structures.
ChebNet laid the groundwork for subsequent developments
in GCNs [42], streamlining the framework while capitalizing
on the efficiency of Chebyshev filter localization. The spatial
perspective of GCNs complements the spectral viewpoint of
ChebNets.

b: GRAPH CONVOLUTIONAL NETWORKS
GCNs [42] are neural networks designed to work directly
on graph-structured data. They were introduced to extend
convolutional ideas to irregular domains such as social
networks, knowledge graphs, and molecular graphs.

The key motivation behind GCNs is to develop neural
network models that can efficiently leverage both graph
structure and node feature information for tasks such as node
classification and link prediction. Standard neural network
models do not inherently preserve graph structure [178],
[184], while traditional graph-based semi-supervised meth-
ods such as label propagation [185] often underutilize feature
information. GCNs address this by using a localized first-
order approximation of spectral graph convolutions as a
propagation model, given in Equation (37).

H (l+1)
= σ

(
D̃−

1
2 ÃD̃−

1
2H (l)W (l)

)
(37)

Here, Ã = A + I is the adjacency matrix with
added self-connections, D̃ii =

∑
j Ãij is the corresponding

degree matrix, H (l) is the activation matrix in the l th layer,
W (l) is a layer-specific trainable weight matrix, and σ (·)
denotes an activation function. This propagation model
allows aggregated neighborhood information to be combined
with the current node features. By stacking multiple such
localized convolutional layers, GCNs can learn hierarchical
representations of graph-structured data for effective semi-
supervised learning.

Zhong et al. [186] propose a new perspective on AD with
only video-level labels, formulating it as a supervised learn-
ing problem with noise labels. They develop a framework

that alternately trains an action classifier and a ‘‘label noise
cleaner’’ based on a GCN. The GCN propagates information
between high-confidence and low-confidence snippets to
reduce label noise. After several iterations, the trained action
classifier can directly predict anomalies in test videos without
any extra post-processing.

c: GRAPH ATTENTION NETWORKS
The Graph Attention Network (GAT) [43] is a neural
architecture for graph-structured data that adopts a self-
attention strategy [187]. By using masked self-attention
layers, GATs assign distinct weights to neighboring nodes
without requiring computationally intensive matrix decom-
positions or full prior knowledge of the graph structure. This
design improves the flexibility of neighborhood aggregation.

The core of the GAT framework lies in its graph attentional
layer, which computes attention coefficients between a node
and its neighbors using a shared attentional mechanism,
specifically a single-layer feedforward neural network.
These coefficients denote the importance of each neighbor’s
features to the central node. Subsequently, a nonlinearity is
applied to a linear combination of the neighbors’ features
based on the attention coefficients, yielding the final output
features for the node. The fundamental components of GATs
include operations on node feature vectors, denoted as hi ∈
RF . The architecture learns a shared attentional mechanism,
represented by the function a : RF ′

× RF ′
→ R. Attention

coefficients, indicating the importance of node j’s features to
node i, are computed in Equation (38).

eij = a(Whi,Whj) (38)

The attention coefficients are normalized across the
neighborhood Ni using Equation (39).

αij =
exp(eij)∑

k∈Ni
exp(eik )

(39)

The node features are then updated by calculating a linear
combination of neighboring node features, as shown in
Equation (40).

h′i = σ

∑
j∈Ni

αijWhj

 (40)

To further stabilize learning, GATs incorporate multi-head
attention with multiple independent attention mechanisms.
The model can accommodate variable-sized neighborhoods,
undirected and directed graphs, inductive learning, and
unordered node sets. Its computational complexity is compa-
rable to that of GCN, and its architecture can be parallelized
across nodes and edges.

d: GRAPHSAGE
GraphSAGE [44] is a framework designed for inductive
representation learning on large graphs. Traditional graph-
based methods [188], [189], [190] often struggle with
scalability and generalization to unseen nodes or graphs.
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Algorithm 1 GraphSAGE Algorithm
Input:

Graph G = (V ,E)
Feature vectors xv,∀v ∈ V
Number of iterations K
Aggregation functions AGGk ,∀k ∈ {1, . . . ,K }
Weight matricesW (k),∀k ∈ {1, . . . ,K }

Output:
Learnable parameters 2

Final node embeddings zv,∀v ∈ V
1: Initialization:

2← {W (1),W (2), . . . ,W (K )
}

h(0)v ← xv, ∀v ∈ V
2: for k = 1, . . . ,K do
3: for v ∈ V do
4: h(k)N (v)← AGGk ({h

(k−1)
u : u ∈ N (v)})

5: h(k)v ← σ (W (k) concat(h(k−1)v , h(k)N (v)))
6: end for
7: h(k)v ← h(k)v /∥h(k)v ∥2 for all v ∈ V
8: end for
9: zv← h(K )

v , ∀v ∈ V
10: Compute Unsupervised Loss for each node u ∈ V :

Jzu = − log(σ (z⊤u zv))

− QEvn∼pn(v)

[
log(σ (−z⊤u zvn ))

]

GraphSAGE addresses these challenges by employing a
sampling and aggregation strategy.

The core idea of GraphSAGE is to learn a function that
generates node embeddings by sampling and aggregating
information from local neighborhoods. Unlike traditional
methods that operate on the entire graph [184], [191],
[192], GraphSAGEoperates in amini-batch fashion, allowing
it to scale to large graphs while supporting inductive
generalization to unseen nodes or evolving graph structures.
By applying sampling and aggregation across multiple
layers, GraphSAGE captures local community patterns and
hierarchical node representations. The model can be trained
using standard optimization techniques such as Stochastic
Gradient Descent or Adam.
Let G = (V ,E) be a graph with nodes V and edges

E . Let h(l)v represent the embedding of node v at layer l.
The algorithm concludes by calculating a loss function, Jzu ,
for each node u. This loss incorporates a Noise-Contrastive
Estimation approach, where v denotes a positive context
node sampled from the neighborhood of u, and vn denotes
a negative node sampled from a noise distribution pn(v).
GraphSAGE’s iterative aggregation process enables it to
capture local structural information efficiently, facilitating
scalability and inductive learning on large graphs. The
GraphSAGE algorithm can be outlined as in Algorithm 1.
The preceding discussion positions GNNs as graph-

aware representation backbones rather than complete OOD
detectors by themselves. Their value for OOD detection

comes from how message passing, neighborhood aggre-
gation, attention, or spectral filtering can be paired with
scoring rules such as uncertainty, reconstruction error, one-
class distance, or energy. The next subsection summarizes
the resulting methodological landscape and prepares the
transition to the more detailed graph-aware synthesis in
Section IV.

C. COMPREHENSIVE TAXONOMY
As discussed previously, OOD detection methods can be
organized into two primary branches: traditional methods and
DL methods. Figure 3 illustrates this organization, which has
been widely recognized in several recent survey papers [4],
[18], [72], [193].

The first branch of Figure 3 depicts traditional approaches
to OOD detection, which rely on classical statistical
techniques and distance-based metrics. Classical density
estimation methods model the probability density of the data
to identify anomalies, while distance-based models assess
dissimilarities between data points to detect outliers [82],
[90], [95], [100], [194]. One-class classification techniques
learn a representation of the normal class and classify
instances based on their adherence to this learned bound-
ary [46], [118]. This taxonomy provides a structured view
of the major classical techniques while also making their
common limitations visible. In particular, many traditional
methods struggle to capture complex interdependencies
within data and become less scalable or less reliable on large-
scale, high-dimensional datasets.

In contrast, the second branch of Figure 3 represents DL
approaches that utilize neural architectures such as CNNs,
recurrent neural networks, Transformers, and GNNs. Within
this category, reconstruction models leverage reconstruction
errors for OOD detection; representative methods include
AEs and PCA [47], [195]. Generativemodels identify anoma-
lies by measuring deviations from the learned distribution;
notable examples include EBMs, VAEs, and GANs [48],
[154]. The taxonomy separates graph backbones, such as
ChebNet, GCN, GAT, and GraphSAGE [42], [43], [44], [53],
from graph OOD and graph AD method families that build
on these backbones. Recent graph OOD and graph AD stud-
ies extend basic architectures with uncertainty estimation,
energy scoring, graph autoencoding, test-time adaptation,
dynamic modeling, and robustness-oriented training [12],
[13], [14], [33], [36], [176], [196], [197]. This placement
makes the transition to Section IV explicit: GNNs are not
treated only as another DL backbone, but as a setting in which
classical OOD principles must be reformulated to account for
relational structure.

Having established the landscape of both traditional and
DL-based OOD detection methods, the next section shifts
focus to GNN-based techniques specifically. While this
section introduced both GNN backbones and recent graph
OOD/AD method families, Section IV examines how these
architectures are combined with classical OOD principles,
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FIGURE 3. Taxonomy of representative OOD detection methods, grouped by traditional, DL-based,
and graph-aware methodological families.

including uncertainty estimation, reconstruction, one-class
classification, and energy-based scoring, to form specialized
graph-aware OOD detection frameworks.

IV. GRAPH-AWARE OOD DETECTION WITH GNNS
Building on the taxonomy of traditional and DL meth-
ods presented in Section III, this section examines how
classical OOD detection principles are reinterpreted within
GNN frameworks. We first explain why relational structure
changes the design of OOD scores, then broaden the
coverage of recent graph OOD and graph ADmethods before
analyzing representative techniques, including DualGNN,
OCGNN, and Energy-based GNN. These methods instantiate
classical concepts such as representation refinement, one-
class compactness, uncertainty scoring, reconstruction, and
energy-based scoring on graph-structured data. We conclude
with challenges and future directions.

A. FROM CLASSICAL PRINCIPLES TO GRAPH-AWARE OOD
Graph-based methods and GNNs have emerged as a relevant
paradigm for AD and OOD detection [198], [199], [200].
Their role is not simply to provide stronger feature extractors,
but to model relational dependencies that classical instance-
wise detectors usually ignore. By aggregating information
across nodes and neighborhoods, GNNs can encode local
topology, broader structural context, and heterogeneous
attributes, which is useful when anomaly or OOD evidence
is distributed across multiple relational signals.

Among graph-based architectures, GNNs and GCNs have
gained particular prominence. Well-known models such as
GCN [42], GAT [43], and GraphSAGE [44] have been used

to model complex relationships in domains such as trans-
portation, healthcare, and social networks. DL techniques
have also enabled objective functions for AD, including
reconstruction losses, energy functions, and ELBO-style
objectives, to be combined with GNN architectures [198],
[199], [200], [201], [202]. At the same time, graph-based
OOD detection is not solved simply by adding message pass-
ing. A common problem with plain GNNs for AD is that they
may smooth anomalous nodes by incorporating information
from their neighbors, making some outliers harder to identify.
Tang et al. [177] investigate how anomalies affect the graph
spectrum, showing that anomalies cause a ‘‘right-shift’’ effect
where the spectral energy shifts from low to high frequencies.

Recent progress in graph representation learning further
clarifies why graph OOD detection requires more than a
direct transplant of classical OOD scores. Heterophilous
graphs may violate the homophily assumptions implic-
itly used by many message-passing models; permutation-
equivariant graph framelets provide one way to construct
multiscale representations under such conditions [15]. Stabil-
ity and generalization analyses of deep graph convolutional
networks also show that depth, propagation strength, and
graph spectrum affect whether learned representations pre-
serve or erase discriminative signals [16]. In high-order
relational settings, hypergraph and sheaf-based designs
emphasize that high-pass components can be essential rather
than merely noisy, which is especially relevant because
anomalous or OOD nodes often appear as high-frequency
deviations from their neighborhoods [17]. These studies are
not OOD detectors by themselves, but they provide important
architectural and theoretical context for designing graph
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OOD methods that remain effective under heterophily, deep
propagation, and high-order interactions.

1) RECENT GRAPH OOD AND GRAPH AD METHODS
Recent graph OOD research has expanded beyond generic
GNN backbones toward detectors that explicitly model
uncertainty, distribution shift, and graph-specific anomaly
signals. Graph Posterior Networks use Bayesian predictive
uncertainty for node classification, connecting graph OOD
detection with probabilistic confidence estimation [12].
Learning on graphs with OOD nodes studies node-level OOD
settings where abnormal nodes coexist with ID nodes in
the same graph, highlighting the challenge of separating
semantic novelty from neighborhood information [176].
GOOD-D investigates unsupervised graph OOD detection
and emphasizes that graph OOD samples may differ in
features, structure, or both [196]. GraphDE formulates graph
debiased learning and graph OOD detection through a proba-
bilistic generative framework with latent environments [203].
Energy-based GNN methods such as GNNSafe adapt the
classical energy score to graph node classification and further
use belief propagation to exploit relational dependencies [13],
while NODESAFE addresses instability in node-level energy
aggregation by bounding negative energy scores and miti-
gating logit shift [204]. GOODAT addresses test-time graph
OOD detection, showing that adaptation strategies can be
useful when the test distribution shifts after deployment [14].
Recent synthetic-exposure approaches such as GOLD further
investigate how pseudo-OOD graph embeddings can be
generated without auxiliary OOD data [205].
Graph AD studies provide complementary evidence for the

same conceptual bridge. Deep graph autoencoders use recon-
struction errors to identify abnormal attributed nodes [33],
[206]; Graph VAE methods extend generative latent-variable
reasoning to structured traces and attributed graphs [35]; and
dual-discriminative GNNs address imbalanced graph-level
anomaly detection by learning discriminative representa-
tions for rare abnormal graphs [207]. Other recent work
explores few-shot transfer for graph anomaly detection [208],
dynamic graph anomaly detection [197], and robustness
of GNN-based anomaly detectors under adversarial graph
perturbations [36]. Together, these studies show that recent
graph OOD and graph AD methods are not limited to one-
class or energy formulations; they also include uncertainty
estimation, reconstruction, generative modeling, test-time
adaptation, dynamic modeling, and adversarial robustness.

Viewed comparatively, these methods differ along four
practical axes. First, detection granularity ranges from
node-level uncertainty and OOD-node detection [12], [13],
[176] to graph-level OOD and anomaly detection [196],
[203], [207]. Second, the target shift may arise from node
semantics, attributes, graph structure, or temporal evolution,
so a method that is effective for feature novelty may not
transfer directly to structural or temporal change. Third, the
learning regime varies from unsupervised detection [33],

[196] and synthetic OOD exposure [205] to adaptation at
test time [14]. Finally, the resulting OOD evidence can
be uncertainty-based [12], reconstruction-based [33], [206],
latent-generative [35], [203], or energy-based [13], [204].
These distinctions clarify that graph OODmethods should be
compared under matched detection units, shift mechanisms,
supervision assumptions, and scoring objectives rather than
treated as interchangeable GNN-based detectors.

2) HYPOTHESIS-GUIDED SYNTHESIS
The working hypotheses stated in the Introduction provide
a compact way to organize the methods reviewed in this
section. H1 is reflected by methods that first learn GNN
representations and then apply a classical-style OOD score,
such as uncertainty, reconstruction error, one-class distance,
or energy. H2 is reflected by approaches that explicitly
exploit graph topology, spectral behavior, temporal shifts,
or neighborhood propagation, rather than treating graph
nodes as independent samples. H3 motivates hybrid designs
in which multiple classical principles are combined within
the same graph learning framework. Under this view,
DualGNN mainly illustrates representation refinement under
graph structure, OCGNN illustrates one-class compactness
in a learned graph embedding space, and energy-based
GNN methods illustrate density-oriented scoring on graph-
dependent logits. GEO, discussed in Section V, serves as an
illustrative case study of H3.

Table 4 should therefore be read as a hypothesis-guided
citation map rather than as an exhaustive benchmark compar-
ison. With respect to H1, each left-to-right pairing indicates
a classical OOD principle that has been transferred to,
or reinterpreted within, a graph-aware setting. With respect
to H2, the GNN-based column identifies adaptations that
incorporate graph representation learning, message passing,
topology-aware propagation, or graph-specific uncertainty
and energy scoring. With respect to H3, rows that combine
learned graph representations with one-class, reconstruction,
generative, or energy-based objectives point to hybrid design
patterns, while dashed entries mark families where direct
GNN counterparts remain comparatively underdeveloped and
may motivate future graph-aware formulations.

The following subsections then discuss representative
GNN-based instantiations in more detail, focusing on
how graph representation learning, one-class objectives,
and energy-based scoring operationalize the H1–H3 links
summarized in Table 4.

3) DUALGNN
DualGNN illustrates how graph representation refine-
ment can support anomaly and OOD-related prediction
tasks through complementary message-passing modules.
Algorithm 2 summarizes this representative framework,
which utilizes two GNN-based node prediction modules.
Each module contains its own node embedding encoder (f )
and node classifier (g).
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TABLE 4. Conceptual mapping between non-GNN OOD method families and graph-aware adaptations.

The first module acts as a primary GNN model that takes
the initial node embedding matrix (X ) and adjacency matrix
(A) as inputs. It learns node embeddings by propagating
messages from labeled nodes to the rest of the graph
according to the input adjacency matrix. However, limited
labeled nodes and noisy graph structure can restrict this
module, since message propagation may remain concentrated
around labeled neighborhoods and fail to reach a substantial
portion of the graph.

To address this challenge, the second GNN module
constructs a refined graph adjacency matrix using a fine-
grained spectral clustering method based on the node
embeddings produced by the first module. This refined
adjacency matrix facilitates broader message propagation,
enabling the induction of updated node embeddings and the
construction of an auxiliary node classifier.

The two GNN modules are trained jointly, so the learned
node embeddings are iteratively updated using both local
information from the primary classifier and broader structural
information from the auxiliary classifier.

4) OCGNN
Wang et al. [45] introduced the One-Class Graph Neural
Network (OCGNN) framework for AD on attributed net-
works. OCGNN combines GNN-based node embedding with
a hypersphere learning objective that encloses normal nodes
in the embedding space. Specifically, it jointly optimizes
the GNN parameters and a hypersphere characterized by a

Algorithm 2 Training Algorithm for the Dual GNN Learning
Framework

Input: Given graph G with input feature matrix X
Adjacency matrix A
Labeled node set Vℓ

Hyper-parameters α, K
Output: Learned model parameters 2, �, 2̃, �̃, 9

1: for iter = 1 to maxiters do
2: H = f2(X ,A), compute node embeddings H
3: P = g�(H ), compute nodes classification probabili-

ties
4: S = h9 (H ), compute the fine-grained spectral

clustering of nodes
5: Construct adjacency matrix Asc using S
6: H̃ = f̃2̃(H ,Asc), compute node embeddings H̃
7: P̃ = g̃�̃(H̃ ), compute nodes classification probabili-

ties
8: Calculate L = LCE + L̃CE + Lsc
9: Update model parameters 2, �, 2̃, �̃, 9 to mini-

mize L with gradient descent
10: end for

center vector and radius, minimizing the volume of the sphere
enclosing embeddings of normal training nodes. The anomaly
score for a node is then determined by whether its embedding
lies within this hypersphere. The objective function is based
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on SVDD [215] and is given in Equation (41).

Lone-class(r,W ) =
1

βK

∑
vi∈Vtr

[
∥g(X ,A;W )vi−c∥

2
2 − r

2
]
+

+ r2 +
λ

2

L∑
l=1

∥W (l)
∥
2
F (41)

where g(X ,A;W ) is a GNN with parameters W , Vtr is the
set of training nodes, K = |Vtr |, c is the hypersphere center
vector, r is the hypersphere radius, [z]+ = max(0, z), and β, λ

are hyperparameters. The first term penalizes embeddings
that fall outside the hypersphere, the second term minimizes
the hypersphere volume, and the third term regularizes
the network parameters. This loss function enables the
simultaneous learning of useful graph embeddings and
optimization of the one-class objective for AD, encapsulating
the fundamental idea of extending hypersphere learning to
graph data using GNNs.

The authors experiment with various GNN architectures,
including GCN, GAT, and GraphSAGE, within the OCGNN
framework. Their reported results on citation network bench-
marks show improvements over several graph-embedding
and AE-based baselines. The OCGNN framework is model-
agnostic and extends classical one-class classifiers [216],
including OCSVM, to non-Euclidean graph data. This
reduces the need for hand-engineered graph features or
statistics for AD.

5) ENERGY-BASED GNN
ManyGNNmodels primarily focus on ID performance [173],
[174], [175], often leaving test-time OOD risk insufficiently
addressed. This motivates OOD methods that account for
graph interdependence. The energy-based graph model
in [13] adapts energy scoring to node-level graph OOD
detection and introduces an energy-based belief propagation
scheme to incorporate graph topology, reporting up to a
17.0% AUROC gain over compared methods. The method
can operate without additional OOD data, while also allowing
OOD exposure when such data are available. OOD data can
be generated through multi-graph scenarios, temporal splits
in single graphs, or synthetic graph structures, features, and
labels.

The energy model itself is based on an energy function
directly derived from the predicted logits of a GNN classifier
trained with standard supervised classification loss. For an
input x, the energy function is given in Equation (42). This
definition follows the same score convention used earlier: ID
samples are encouraged to have lower energy, while higher
energy provides stronger OOD evidence.

E(x,Gx; hθ ) = − log
C∑
c=1

exp(hθ (x,Gx)[c]) (42)

Here, Gx represents the ego-graph around x, hθ is the GNN
classifier or logit function, and [c] indexes the c-th class

logit. This expression corresponds to the standard log-sum-
exp energy score with temperature set to T = 1. Additionally,
an energy regularization loss can be introduced when OOD
training data is available, as shown in Equation (43).

Lenergy =
1
|Is|

∑
i∈Is

ReLU(Ẽ(xi,Gxi; hθ )− tin)2

+
1
|Io|

∑
j∈Io

ReLU(tout − Ẽ(xj,Gxj; hθ ))2 (43)

Here, Is and Io denote ID and OOD training indices,
respectively; Ẽ denotes the energy score used in the
regularizer; and tin and tout are ID and OOD energy margins,
typically chosen with tin < tout so that ID samples are
encouraged to have lower energy than OOD samples.

Beyond static message passing, graph Transformer
encoders have also been explored for node-level prediction,
as discussed in [13]. Extending energy-based graph OOD
objectives to Transformer-style graph encoders is therefore
a possible direction for future work.

B. CHALLENGES AND FUTURE DIRECTIONS
OOD detection remains challenging despite advances in DL
and AD techniques. Existing methods still face limitations
in robustness, generalization, and practical deployment.
This subsection highlights four challenges that affect OOD
detection methods and discusses future research directions
motivated by them.

1) DETECTION RELIABILITY AND FALSE POSITIVES
Since anomalies are often rare and highly diverse, identifying
them reliably remains difficult [9]. In practice, many normal
cases are falsely reported as anomalies, while complex and
genuinely novel anomalies may be overlooked. Although
numerous AD methods have been introduced over the years,
recent techniques, particularly unsupervised approaches, may
still yield high false positive rates on real-world datasets.
Reducing false positives while preserving strong recall there-
fore remains one of the most important challenges in OOD
detection, especially in safety-critical applications where
missed anomalies may have serious consequences. A related
future direction is to investigate more reliable confidence
estimation, calibration, and thresholding strategies for OOD
detection systems.

2) HIGH-DIMENSIONAL AND INTERDEPENDENT DATA
Anomalies may exhibit clear aberrant characteristics in low-
dimensional settings but become obscured and difficult to
distinguish in high-dimensional spaces. Detecting anomalies
in lower-dimensional subspaces, derived from a small
set of original or engineered features, is one possible
solution, as illustrated by subspace-based methods [217],
[218], feature selection techniques [219], [220], and related
approaches. However, capturing the higher-order, nonlinear,
and heterogeneous interactions among features in high-
dimensional data remains a major challenge. Moreover,
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ensuring that a transformed feature space still preserves
anomaly-relevant information is itself difficult, given the
ambiguous and diverse nature of anomalies. In addition,
many AD problems involve instances with interdependen-
cies, such as temporal, spatial, or graph-based relationships,
which further complicate detection. These difficulties suggest
that future work may benefit from representation learning
methods that preserve anomaly-relevant information while
modeling dependencies among samples more explicitly.

3) LIMITED LABELS AND REALISTIC EVALUATION
PROTOCOLS
Due to the difficulty of collecting large-scale labeled anomaly
data, fully supervised AD is often impractical, since it
assumes sufficient and accurate labels for both normal and
anomalous classes. For this reason, much prior work has
focused on unsupervised approaches, which do not require
labeled anomaly data. However, unsupervised methods do
not have direct access to true anomaly labels and therefore
depend heavily on assumptions about anomaly distributions.
As a result, effectively utilizing limited labeled data to learn
normal and anomalous representations remains an important
challenge [221]. Semi-supervised and weakly supervised AD
have therefore emerged as promising directions, especially
in settings where only normal data and/or a small subset of
labeled anomalies are available, and where some anomaly
labels may themselves be inaccurate. A closely related future
direction is to develop more realistic benchmark datasets
and more transparent evaluation protocols, particularly for
settings involving limited, noisy, or incomplete anomaly
supervision.

4) BEYOND NATIVE GRAPH DATA
One major challenge in experimenting with non-graph
datasets is the absence of an explicit relational structure to
exploit. Unlike graph data, where nodes and edges provide
topological information, non-graph data such as images,
text, and tabular records do not naturally encode such
interconnectedness. This makes it more difficult to transfer
graph-based methodologies directly. For example, common
techniques in graph machine learning, such as message
passing, node embedding, and link prediction, cannot be
applied without additional modeling assumptions. Instead,
researchers often rely on more conventional approaches
such as convolutional architectures, feature extraction,
or clustering-based methods. A potentially useful research
direction is therefore to investigate how graph-like structure
might be induced implicitly in non-graph domains, so that
insights from graph representation learning can be adapted
more systematically. At the same time, this direction raises
additional questions related to computational cost, stability,
and interpretability.

Taken together, these challenges also reinforce one of
the central perspectives of this survey. As summarized by
the taxonomy in Figure 3 and Table 4, many GNN-based

OOD methods reuse or reinterpret ideas from classical
methods while extending them throughmodern DL and graph
representation learning. This observation suggests that the
relationship between classical and graph-based methods may
be useful not only for organizing prior work, but also for
motivating future research. In particular, classical methods
that do not yet have clear GNN-based counterparts may
still inspire new graph-aware formulations for AD and OOD
detection. For example, methods such as LOF, KDE, Isolation
Forest, and energy-based scoring may be further investigated
as regularizers, auxiliary objectives, or differentiable scoring
components within graph-based models. More broadly, the
conceptual bridge emphasized in this survey may serve as a
useful source of hypotheses for future hybrid methods that
combine statistical interpretability with the representational
strengths of modern GNNs.

V. ILLUSTRATIVE CASE STUDY: GEO
A. MOTIVATION AND SCOPE
The conceptual bridges identified in Sections III and IV,
particularly between energy-based scoring, one-class clas-
sification, and GNN-based learning, motivate a natural
H3-oriented question:

How can complementary classical OOD principles
be combined within a graph representation learn-
ing framework?

GEO provides one concrete instantiation of this hybrid-
objective view by integrating GNN representation learning
with energy-based scoring and one-class regularization.
As illustrated in Figure 4, the framework starts from an ID
graph split into IND-Tr, IND-Val, and IND-Te regions, learns
a node embedding in structure space, and then evaluates OOD
evidence through two complementary branches. The upper
branch applies an energy function E(x; f ) and plots score
frequency over the negative energy axis, where a threshold
τ separates in-distribution from out-of-distribution samples.
The lower branch imposes a one-class hypersphere constraint
on the learned embeddings. These signals are then combined
through fusion to support final out-of-distribution detection.
Within the survey, this section uses GEO to illustrate how
the conceptual bridge can be implemented and evaluated on
representative graph benchmarks.

In this reference study, GEO obtains competitive OOD
detection results relative to confidence-based and graph-
energy baselines in several settings [211]. The following
subsections detail the framework, datasets, and representative
experimental results.

B. GEO FRAMEWORK
This subsection summarizes GEO as a graph-aware hybrid
objective for OOD detection. Following the visual flow in
Figure 4, GEO first learns graph-aware node representations
from the ID graph, then routes these representations into
an energy-based branch and a one-class geometric branch.
The energy branch models distributional evidence through
the energy function and threshold mechanism, while the
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FIGURE 4. Overview of the GEO framework, which maps ID graph splits into node embedding in structure space, combines an
energy function branch with a one-class hypersphere branch, and uses their fusion for OOD detection [211].

geometric branch constrains ID embeddings inside a compact
hypersphere. This organization makes explicit how the
H3 perspective is instantiated in practice by combining
supervised graph representation learning, density-related
energy scoring, and geometric compactness constraints.

1) GRAPH ENCODER AND STRUCTURE-SPACE EMBEDDING
The GEO framework begins with an input graphG = (V ,E),
where V denotes the set of nodes and E denotes the set of
edges. The experimental split follows the intuition shown
in Figure 4: IND-Tr nodes are used for training, IND-Val
nodes support validation, and IND-Te nodes represent the
ID portion of the test graph. Each node v ∈ V is equipped
with a feature vector xv ∈ Rd . The GNN encoder, denoted
as fθ with learnable parameters θ , takes the graph structure
and the node features X as input to generate latent node
embeddings H = fθ (G,X), corresponding to the node
embedding in structure space block in Figure 4. A classifier
head hθ then maps node embeddings to logits Z = hθ (H ).
For notational compactness, hθ (v,Gv) denotes the composed
encoder–classifier logits for node v and its ego-graph Gv.

2) ENERGY AND ONE-CLASS OBJECTIVES
The upper branch in Figure 4 applies an energy function to
the logits from the GNN classifier trained with supervised
classification loss. The free energy function E(v,Gv; hθ ) is
expressed as the negative log-sum-exp of the predicted logits
over all classes, as previously formulated in Equation (42).
Lower energy values correspond to ID samples, whereas
higher values are used as stronger OOD evidence; equiv-
alently, the figure plots score frequency over the negative
energy axis, where a threshold τ separates in-distribution
from out-of-distribution regions.WhenOODdata is available
during training, an additional energy regularization loss

Lenergy (as formulated in Equation (43)) can be incorporated
to push ID and OOD samples apart in the energy space.
In parallel, the lower branch learns a tight hypersphere
in the embedding space using the one-class loss Lone-class
(Equation (41)), enclosing the ID data and penalizing
embeddings that fall outside the sphere.

3) TRAINING OBJECTIVE
The total loss combines the supervised negative log-
likelihood (NLL), energy regularization, and one-class
components as a weighted sum in Equation (44).

Ltotal = LNLL + αLenergy + βLone-class (44)

Here, LNLL is the supervised node-classification loss com-
puted from the GNN logits and node labels, Lenergy enforces
separation between ID and OOD samples in the energy space,
and Lone-class tightens the learned embedding space around
the ID data. The hyperparameters α and β control the relative
contributions of the energy and one-class terms.

4) MODEL-AGNOSTIC TRAINING LOOP
The framework is not tied to a specific GNN backbone and
can use architectures such as GCN or GAT as the underlying
encoder. During training, the model iteratively updates the
GNN parameters, classifier head, and hypersphere parame-
ters using the combined loss in Equation (44). OOD scores
are then computed for test nodes or instances that were not
used during training. Algorithm 3 summarizes this training
and scoring procedure.

5) INFERENCE MECHANISM
During testing, the trained model produces OOD evidence
from the energy-shaped logits and the compact embedding
geometry. Conceptually, this corresponds to the fusion block
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Algorithm 3 OOD Detection Framework
Input: Graph G = (V ,E) with node features X and
partial labels Y

GNN encoder fθ and classifier head hθ

One-class hypersphere parameters: center c,
radius r

Hyperparameters: α, β

Output: OOD score s for test nodes
1: Initialize fθ , hθ , c, r
2: for number of training iterations do
3: Compute embeddings H = fθ (G,X)
4: Compute logits Z = hθ (H ) and energy scores

sE (v) = E(v,Gv; hθ )
5: Calculate LNLL(Y ,Z )
6: Calculate Lenergy using sE
7: Calculate Lone-class(H , c, r)
8: Ltotal← LNLL + αLenergy + βLone-class
9: Update fθ , hθ , c, r by descending ∇Ltotal

10: end for
11: Compute OOD score for each test node v:
12: s(v) = E(v,Gv; hθ )

in Figure 4, where the energy branch and the hypersphere-
shaped representation jointly support the final out-of-
distribution detection decision. In the reported evaluation,
we use the standard energy score E(v,Gv; hθ ) as the primary
OOD metric s(v). The rationale for optimizing three distinct
losses during training, while relying on a compact inference
score, follows from the distinction between representa-
tion learning and anomaly scoring. During training, LNLL
encourages class separability, Lone-class imposes a geometric
boundary on ID representations, and Lenergy encourages
ID/OOD separation in the energy space. Once this regularized
space is established, a new testing instance can be evaluated
directly with the energy score, which provides a density-
related signal shaped by the training losses. Higher energy
scores indicate stronger OOD evidence under this scoring
convention.

C. EXPERIMENTAL SETUP
This subsection describes the experimental setting used in the
GEO case study. We first summarize the graph datasets, then
define the OOD evaluation protocols and metric, and finally
report the implementation details for the representative
comparison.

1) DATASETS
We conduct experiments on four graph benchmarks: three
medium-scale node-classification datasets with synthetic
OOD protocols and one large-scale citation network with a
realistic temporal shift. Table 5 reports the dataset statistics,
keeping dataset scale separate from the OOD protocol design.

For Cora, Amazon-Photo, and Coauthor-CS,
Table 5 reports the common undirected edge counts; imple-
mentations that explicitly store reverse edges may report

approximately doubled edge counts. The ogbn-arxiv
benchmark is reported as a directed citation graph following
the Open Graph Benchmark statistics.

2) EVALUATION PROTOCOLS AND METRICS
To evaluate OOD detection under both synthetic and realistic
settings, we use two protocols:

• Synthetic Perturbations: We apply this protocol to
Cora, Amazon-Photo, and Coauthor-CS. OOD
scenarios are synthesized via: (i) structure manipulation
(generating OOD structures using the Stochastic Block
Model), (ii) feature interpolation (random feature-space
mixtures), and (iii) label leave-out (treating held-out
classes as OOD at test time).

• Real-world Temporal Shift: For the ogbn-arxiv
dataset, we follow the official OGB split protocol where
papers published before 2018 serve as ID data, and those
from 2019 onward are treated as OOD. This represents
a realistic semantic shift in a dynamic citation network.

For each dataset, a limited fraction of node labels is
used for supervised training, while another portion is reserved
for validation. The remaining unperturbed/in-time nodes
constitute the ID testing set. We use AUROC as the
primary evaluation metric to measure the model’s ability to
distinguish between ID and OOD instances. Because this
section is intended as an illustrative case study rather than
a dedicated benchmark, complementary measures such as
FPR@95TPR, AUPR, and AURC are not reproduced in this
representative comparison.

3) IMPLEMENTATION DETAILS
All experiments were implemented using the PyTorch and
PyTorch Geometric frameworks. The computational tasks
were executed on a workstation equipped with an NVIDIA
RTX 4060 GPU (8GB VRAM) and 16GB RAM, which
was sufficient for the benchmark-scale graph experiments
reported in this case study.

For model optimization, we employed the Adam optimizer
with a learning rate of 0.01 and a weight decay of 0.01.
Across all GNN backbones and scoring variants (GCN, GAT,
and the softmax-based GEN variant [38]), the architecture
was standardized to 2 message-passing layers with a hidden
dimension size of 64. To mitigate overfitting, a dropout rate
of 0.5 and batch normalization were applied. The models
were trained for up to 200 epochs with an early stopping
mechanism based on the validation loss to select the optimal
weights.

D. REPRESENTATIVE RESULTS
As shown in Table 6, the representative evaluation cov-
ers ten OOD detection settings across four datasets:
nine synthetic settings on Cora, Amazon-Photo, and
Coauthor-CS, together with one realistic temporal-shift
setting on ogbn-arxiv. Entries marked with ‘‘-’’ indicate
configurations where training did not converge under the
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TABLE 5. Dataset statistics used in the GEO case study.

TABLE 6. OOD detection performance measured by AUROC (↑) on Cora, Amazon-Photo, and Coauthor-CS under Structure manipulation (S), Feature
interpolation (F), and Label leave-out (L), and on ogbn-arxiv under temporal shift. The strong graph energy baseline [13] is highlighted in purple; the
best GEO variants are highlighted in teal; other black entries denote evaluated GEO configurations.

given hyperparameters. The graph-based energy baseline
achieves the best AUROC in 5 of the 10 settings, specifi-
cally on Cora (structure manipulation), Amazon-Photo
(feature interpolation), and all three Coauthor-CS OOD
protocols.

GEO configurations achieve the best AUROC in the
remaining 5 settings, suggesting that the design space
combining score propagation, energy regularization, and one-
class compactness can be useful across several representative
benchmarks. Notably, on the ogbn-arxiv dataset, which
represents a challenging real-world temporal shift, the fully
equipped variant (GCNwith Score Propagation, Energy Loss,
and One-Class Loss) attains an AUROC of 86.36%, the
best result among the compared methods. This exceeds the
strongest baseline result of 74.77% and is consistent with
the H3 view that energy-based and geometric constraints can
provide complementary graph OOD signals.

Furthermore, adding the one-class loss to the GCN
backbone with energy loss yields the top result on Cora
(feature interpolation) with an AUROC of 95.51%. Addi-
tionally, three GAT-based variants achieve the best AUROC
on Amazon-Photo (label leave-out), Amazon-Photo
(structure manipulation), and Cora (label leave-out). In set-
tings where GEO variants do not rank first, the closest gap
between a GEO variant and the top score is 0.93% AUROC.

Overall, while no single architecture universally dominates
all ten settings, the results indicate competitive OOD

performance across datasets. For the purpose of this survey,
the case study illustrates how classical scoring and geometric
principles can be combined with graph representation learn-
ing, while also showing that the benefit is setting-dependent
rather than universal.

VI. CONCLUSION
This survey examined OOD detection from the perspective
of the conceptual relationship between classical machine
learning methods and graph-based DL approaches. By orga-
nizing the literature into classical and DL-based branches,
and by further analyzing how graph-based methods extend
or reinterpret earlier statistical and geometric principles, the
survey provides a unified view of the field. In particular,
it highlights that OOD detection is not only a subproblem
of AD, but also a distinct reliability problem that becomes
especially important in complex, high-dimensional, and
relational settings.

A central insight of this survey is that many modern GNN-
based OOD detection methods can be understood not as
isolated departures from classical approaches, but as graph-
aware reformulations of long-standing ideas such as density
estimation, distance-based scoring, one-class classification,
and energy-based modeling. From this perspective, graph-
based learning contributes primarily by providing expressive
representations and relational inductive biases that make
these principles applicable to structured and interdependent
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data. The taxonomy and comparisons presented in this
paper therefore suggest that the connection between clas-
sical and graph-based methods is not merely historical,
but conceptually informative for understanding the current
landscape of OOD detection. This analysis is consistent
with the three working hypotheses introduced in the paper:
classical OOD scores can be transferred into graph-aware
representation spaces (H1), graph-specific structure should
shape OOD scoring (H2), and hybrid objectives can combine
complementary statistical, geometric, and relational signals
(H3).

The GEO case study was included in this spirit as an
illustrative example showing that the proposed conceptual
bridge can also be instantiated in practice. Taken together,
the analysis in this survey suggests that future progress in
OOD detection may benefit from more principled integration
of classical statistical reasoning, modern deep representation
learning, and graph-based modeling. In this sense, the survey
contributes a synthesized perspective on how these research
directions relate to one another and why their interaction
matters for reliable OOD detection in real-world applications.
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